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Quarterly Vulnerability Assessment Results

When customers offer their bank or credit card at the point of sale, whether over the Internet, on the
phone, or through the mail, they want assurance that their account information is safe. As a result,
the Payment Card Industry (PCI) has instituted the Cardholder Information Security Program (CISP).
Mandated since June 2001, the program is intended to protect cardholder data—wherever it
resides—ensuring that members, merchants, and service providers maintain the highest information
security standard. Also, credit card processing Merchants and Services Providers are under intense
pressure to ensure that the integrity of their business is maintained and risk is appropriately
managed through all operations in accordance with the PCI Data Security Standards (DSS).

The PCI DSS defines 12 broad control requirement areas that apply to merchants, payment service
providers, and other vendors that provide service or technologies to facilitate cardholder transaction
processes. These control requirements include technology controls, access controls and activity
monitoring, as well as procedural mandates affecting the security of networks, systems, and
applications.

The PCI requires that all Internet-facing IP addresses be scanned for vulnerabilities. If active IP
addresses were found that were not originally provided, Sunera will consult with [Customer] to
determine if these IP addresses should be in scope. In some instances, [Customer] may have a
large number of IP addresses available while only using a small number for card acceptance or
processing. In these cases, Sunera will assist in defining the appropriate scope of the scan required
to comply with the PCI. According to the PCI DSS, the following segmentation methods can be used
to reduce the scope of the PCI Security Scan:

o Providing physical segmentation between the segment that handles cardholder data and
other segments

o Employing appropriate logical segmentation where traffic is prohibited between the segment
that handles cardholder data and other segments.

[Customer] has the ultimate responsibility for defining the scope of the PCI Security Scan. If an
account data compromise occurs via an IP address or component not included in this scan, the
merchant or service provider is responsible.

This report will assign a rating for all vulnerabilities identified during the scanning process. Each
finding will be described with a severity rating, a diagnosis of the associated issues, and guidance on
how to fix or patch the isolated vulnerabilities. To demonstrate compliance, a scan must not contain
high-level vulnerabilities. High-level vulnerabilities are designated as level 3, 4, or 5. In addition, this
scan report must not contain vulnerabilities that indicate features or configurations in violation of PCI
DSS. If these exist, Sunera will consult with [Customer] to determine if these are, in fact, PClI DSS
violations and therefore warrant a noncompliant scan report.
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The following table defines how findings are categorized by severity and describes the types of
vulnerabilities and risks that are considered high-level.

Table 1. Severity Rating Matrix

Severit Description

5 Urgent
4 Critical
3 High
2 Medium
1 Low

Trojan horses, file read and write exploit,
remote command execution

Potential Trojan horses, file read exploit

Limited exploit of read, directory browsing and
Denial of Service (DoS)

Sensitive information can be obtained by
hackers on configuration

Information can be obtained by hackers on
configuration
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Assessment Results

The payment card industry has defined the types of activities that are necessary to ensure
compliance against the PCI Data Security Standard. To comply with the PCI Security Scanning
requirement, Sunera completed the quarterly scan and produced the following informative report
based on the results of the network scan. High-level vulnerabilities, designated as level 3, 4, or 5,
must not exist to be considered PCI compliant.

Client Withheld Date of Test Jan 19, 2007
Site Name Head Quarters Name of Tester Thomas Hill
SOW/TO# 10932 Client Rep. Andrew Cannata
Type of Test [ Application [X] Network [] Retest

Site URL WWw. .com IP 10.10.12.0/24

Address/Range

Finding Recommendation

Ul | Microsoft-SQL (1433/tcp) - The Administrator Open Configure the Administrator account to require
(SA) password on the remote database is a complex password that is frequently
blank and/or ‘sa’. changed.
Hosts: 10.10.12.136,10.10.12.50
U2 | Microsoft-SQL (1433/tcp) - Missing critical Open Install Microsoft patch. For more information,
patch which could be exploited by an attacker see
to gain SYSTEM access on that host. http://www.microsoft.com/technet/security/bull
etin/ms02-061.mspx
Hosts: 10.10.12.57
U3 | Oracle Web Services - The remote host is Open OpenSSL: Upgrade to version 0.9.6m (0.9.7d)
using a version of OpenSSL which is older or newer
than 0.9.6m or 0.9.7d. mod_ssl: Upgrade to version 2.8.18 (Apache
The remote host is using a version of mod_ssl 1.3) or to Apache 2.0.50
which is older than 2.8.18.
Hosts: 10.10.12.20
U4 | Ident Server (113/tcp) - This host seems to be Open Re-install or remove from operation
running an ident server, but the ident server
responds to an empty query with a random
userid. This behavior may be indicative of an
irc bot, worm, and/or virus infection. It is very
likely this system has been compromised or is
a false positive.
Hosts: 10.10.12.55
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# Finding Status Recommendation

U5 = Apache Web Services - The remote host Open There are several flaws in this version, which
appears to be running a version of Apache may allow an attacker to disable the remote
which is older than 1.3.28 or 29. server remotely. Upgrade to the latest

version.

Hosts: 10.10.12.13,10.10.12.14,
10.10.12.18,10.10.12.20

U6 = DNS - DNS Servers allow recursive queries Open Review DNS Server configuration and alter

DNS cache poisoning and bouncing Denial of
Service attacks against other networks can be
performed against DNS servers that allow
recursive gueries.

Host: 10.10.12.9

configuration to deny recursive queries.

Review additional information related to this
topic at: http://www.cert.org/advisories/CA-
1997-22.html

patches and default configurations.

An attacker may exploit these IIS servers in
order to execute arbitrary code by sending it a
too long url ending in .htr.

Default IS configuration determined, as a
result an attacker may use known issues in a
brute force attack to gain valid usernames and
passwords.

Hosts:
10.10.12.138,10.10.12.139

Cl1 | Web Management Portal - The remote web Open The remote host is running a Compaq Web
servers are affected by buffer overflow Management server. The remote version of
vulnerability. this software is vulnerable to an unspecified
buffer overflow that may allow an attacker to
) execute arbitrary code on the remote host

Hosts: 10.0.12.17,10.10.12.24 with the privileges of the web server process.
See also :
http://www.securityfocus.com/advisories/8087
Upgrade to HP HTTP Server version 5.96 or
later or to the System Management
Homepage Version 2.0 or later.

C2 | Multiple SQL Injections - The following URLs Open An attacker may exploit these flaws to bypass
appear to be vulnerable to SQL injection authentication or to take the control of the
techniques. remote database. Modify the relevant CGls so

that they properly escape arguments. See
Hosts: also :
osts: http://www.securitydocs.com/library/2651
10.10.12.25,10.10.12.30 Consider creating a formal process for web
(application-layer) vulnerability testing.
C3 | Microsoft IIS Server - Multiple missing critical Open Install critical Microsoft patches. See also:

http://www.microsoft.com/technet/security/bull
etin/ms99-019.mspx

Remove default settings that are not used:
http://online.securityfocus.com/infocus/1318

Delete or restrict the use of .htr files
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# Finding Status ‘ Recommendation
C4 | Microsoft-DS (tcp 445) - It is possible to Open Install the Update Rollup Package 1 for
anonymously read the event logs of the Windows 2000 SP4.
remote system. An attacker could exploit this
vulnerability to gain system information that
could be used to perform a more focused
attack against the system.
Host: 10.10.12.90
High
H1 = Vulnerable Web Service Found - A potential Open An attacker can use this to execute arbitrary
buffer overflow exists in the remote code on this host. Delete file.
fpcount.exe cgi.
Hosts: 10.10.12.139
H2 | FTP (21/tcp) - The remote system is running Open Upgrade the ftp server software to the latest

M1

an FTP server which is vulnerable to the 'glob
heap corruption’ flaw.

Hosts:
10.10.12.100,10.10.12.101,
10.10.12.102,10.10.12.103

DNS - The remote DNS server is vulnerable to
Cache Snooping attacks. An attacker could
determine which domains have recently been
resolved and thus what sites have recently
been visited. An attacker could use this
information to create a profile of sites recently
visited.

Host: 10.10.12.8
Low

HTTP - The doc directory on the remote host
allows directory browsing. An attacker could
review the contents of this directory and
potentially obtain sensitive information.

Note: The contents of this directory do not
contain sensitive or confidential information.

Host: 10.10.12.13

Open

Open

version.

According to PCI 1.1.6 & 7, Justification and
documentation is required for any available
protocols besides hypertext transfer protocol
(HTTP), and secure sockets layer (SSL),
secure shell (SSH), and virtual private
network (VPN). This justification and
documentation for any risky protocols allowed
(for example, file transfer protocol (FTP), must
include reason for use and security features
implemented.

Review DNS Server configuration and alter
configuration to deny recursive queries.

Alter the Apache server configuration to
prevent directory browsing.
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